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TJNITED STATES DISTRICT COURT CENTRAL DISTRICT OF CALIFORNIA

UNITED STATES OF AMERICA
v.

THE PREMISES KNOWN AS:

110 South Sweetzer Avenue, Apartment 303'
Los Angeles, California, 90048

DOCKET NG\ ,r MAGISTRATE'S CASE NO'

11 - l??R ry[fi'wrtvTatua,

TO: ANY SPECIAL AGENT OF THE FEDERAL
BUREAU OF INVESTIGATION OR ANY
OTHER AUTHORIZED OFFICER

of the property seized and promptly return this warrant to
as required bv law.

Affidavit(s) having been made before me by the below-named affiant that he/she has reason to believe that
on the premises known as:

SEE ATTACHMENT A

in the Central District of California

there is now being concealed certain property, namely:

SEE ATTACHMENT B

and as I am satisfied that there is probable cause to believe that the properfy so described is being

concealed on the person or premises above-described and the grounds for application for issuance of the

search warrant exist as stated in the supporting affidavit(s), which is/are incorporated herein by reference

and attached hereto.
YOU ARE HEREBY COMMANDED to search on or before
(not to exceed 14 days) the person or place named above for the property specified, serving this warrant
and making the search in the daytime--6:00 A.M. to 10:00 P.M.* and if the property be found there to

seize it, leaving a copy of this warrant and receipt for the property taken, and prepare a written inventory

Forrrteen (1 4) davs

the dutv U.S. Maeistrate Judse

NAME OF AFFIANT

SA Thomas Brenneis

"".ry"ffi Tf,.JUDGE** DATE/TIME ISSUED

qfnl, t &:ed€*

i\
*If a search is to be authoriz ed "at any time in the day or night,uederal Rule of Criminal Procedure 41(e)

requires good cause therefor
**United States Judge or Judge of a State Court of Record.

AUSA Stephanie S. Christensen, 12'h Fl, x 3756 {2,v



ATTACHMENT A
PremiEes To Be Searched

The SUBiIECT PREMISES, located at l-10 South Sweetzer Avenue,

Apartment 303, Los Angeles, California, 90048, is further

described as follows: The SUBJECT PREMISES is a multi-tenant

building, beige in color. The front entrance and lobby is

accessed via double glass doors that are secured by a telephone

intercom system. Apartment 303 is located on the third floor

immediately to the West of the elevator entrance. This apartment

has the numbers "303" affixed to a brown door that is the

entrance to this unit.



ATTACHMENT B
ftems To Be Seized

The following J-tems of evidence constitute criminal

copyright infringement, in violation of L7 U.S.C. S 505 (a) (r) (c)

and l-8 U.s.c. SS 23L9 (a) and (d) :

1. Records, documents, programs, applications or

materials relating to Lhe acquisition and/or possession of the

following copyrighted motion picture: "Black Swanr' , "t2'7 Hours'r,

rrThe Fighter'r, "The Kings Speech'r, and t'Rabbit Holerr;

2. Records, documents, programs, applications or

materials relating to the uploading and distribution of the

following copyrighted motion picture: "Black Swan'r , "I27 Hoursrr,

I'The Fighter", "The Kings Speech", and "Rabbit Holer';

3. Records, documents, programs, applications or

materials reflecting the true identity of the person(s) using the

screen names "mf34incrr ;

4. Records, documents, programs, applications

or materials relating to "TiMPE'r and "thepiratebay.org'r;

5. Records, documents, programs, applications or

materials relating to "screen Actors Guild" membership and their

distribution of movie screeners via iTunes;

5. Records showing indicia of occupancy, control.

possession, custody or dominj-on over the SUB'IECT PREMISES,

including: personal mail, checkbooks, personal identification,

personal effects, notes, other correspondence, utility and other



bills, letters, rent receipts, mortgage and loan documents,

financial documents, vehicle registration information or

ownershj-p warrantj-es, keys, ot photographs (developed or

undeveloped) ;

7. With respect to any digital devices falling within the

scope of the foregoing search categories, or any digital devices

containing evidence falling within the scope of the foregoing

search categories, records, documents, programs, applications or

materials, or evidence of the absence of same, sufficient to show

the actual user(s) of the digital device during the time period

between ,January 7, 20AL to January 28 , 2OlL to present .

8. As used above, the terms records, documents, programs,

applications or materials include records, documents, programs,

applications or materials created, modified or stored in any

form, including in digital form on any digital device and any

forensic copies thereof. As used both above and be1ow, the term

"digital device" j-ncludes any electronj-c system or device capable

of storing and/or processing data in digital form, including:

central processing unj-ts; lapt,op or notebock computers; personal

digital assi-stants; wireless communj-cation devices such as

telephone paging devices, beepers, and mobile telephones;

peripheral input/output devices such as keyboards, printers,

scanners, plotters, monitors, and drives intended for removable

media; related communications devices such as modems, cables, and

connectiorrs; storage media such as hard disk drives, floppy
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disks, compact disks, magnetic tapes used to store digital data

(excluding analog tapes such as VHS), and memory chips; and

security devices.

9. In searching for digital devices and in searching

digital data stored on dj-gitaI devices, Iaw enforcement personnel

executing this search warrant will employ the following

procedure:

a. Law enforcement personnel or other individuals

assisting law enforcement personnel wi1I, in their discretion,

either search the digital device (s) on-site or seize and

transport the device (s) to an appropriate 1aw enforcement

laboratory or similar facility to be searched at that location.

The team of law enforcement personnel, which may include the

investigating agent (s) , and/or individuals assisting 1aw

enforcement personnel searching Lhe digital device (s) shall

complete the search as soon as is practicable but not, to exceed

50 days f rom the dat,e of executj-on of this warrant. If

additional time is needed, the government may seek an extension

of this time period from the Court within the original 50 day

perj-od from the date of execution of the warrant.

b. The Leam searching the digital devj-ces will do so

only by using search protocols specj-fical1y chosen to identify

only the specific items to be seized under t,his warrant.

I. The team may subject. all of the data

contained in the digital device capable of containing items to be



seized as specified in this warrant to the protocols to determine

whether the digital device and any data falls within the items to

be seized as set forLh herein. The team searching the digital

device may also search for and attempt to recover "deleted, "

I'hidden" or encrypted data to determine, pursuant to the

protocols, whether the data falls within the list of items to be

seized as set forth herein.

ii. The team searching the digital device al-so

may use tools to exclude normal operating system files and

standard third-party software that do not need to be searched.

c. When searching a digital device pursuant to the

specific protocols selected, the team searching the digital

device shall make and retaj-n notes regarding how the search was

conducted pursuant to the selected protocols.

d. If the team searching a digital device pursuant to

the selected protocols encounters immediately apparent contraband

or other evidence of a crime outside the scope of the items to be

seized, the team shall immediately discontinue its search of that

digital devj-ce perrding further order of Court and shall make and

retain notes detailing how the contraband or other evidence of a

crime was encountered , including how it was immediately apparent

contraband or e.,ridence of a crime.

e. At the conclusion of the search of the digital

devices as set forth in subparagraph (a) above, 4oy digital

devlce determined to be itself an instrumentality of the
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offense(s) and aI1 t,he data thereon shall be retained by the

government until- further order of court or one year after the

conclusion of the criminal case/investigation.

f . Notwithstandi-ng the above, after the completion of

the search of the digital devices as set forth in subparagraph

(a) above, the government shall not access digital data falling

outside the scope of the items to be seized in this warrant on

any retained digital devices or digital data absent further order

of court.

g. If the search team determines that a digit.al

device is not an instrumentality of any offense under

investigatj-on and does not contain any data fatling within the

list of items to be seized pursuant to this warrant, the

government will as soon as practicable return the digital device

and deLete or destroy all the forensj-c copies thereof.

h. If the search determines that the digital device

or the forensic copy j-s not an instrumentality of the offense but

does contain data falling within the list of the items to be

seized pursuant to this warrant, the government either (I) within

the time period authorized by the Court for completing the

search, return to the Court for an order authorizing retention of

the digit.al device and forensic copy; or (ii) retain only a copy

of t.he data fcund to faII within the list of the items to be

sej-zed pursuant t.o this warrant and return the digital device and

delete or destroy all the forensic copies thereof.



l-0. fn order to search for data that is capable of being

read or interpreted by a digital device, law enforcement

personnel are authorized to seize the following items, subject to

the procedures set forth above:

a. Any digital device capable of being used to

commit, further or store evidence of the offense listed above,'

b. Any equipment used to facilitate the transmission,

creatj-on, di-splay, encodj-ng or storage of digital data, including

word processing equipment, modems, docking stat.ions, moni-tors,

printers, plotters, encryption devices and optical scanners;

c. Any magnetic, electronic or optical storage device

capable of storing data, such as floppy disks, hard disks, tapes,

CD-ROMs, CD-R, CD-RWs, DVDs, optical disks, printer or memory

buffers, smart cards, PC cards, memory calculators, el-ectronic

dialers, elecLronic notebooks, cel1u1ar telephones and personal

digital assistants;

d. Any documentatj-on, operating logs and reference

manuals regarding the operation of the digital device or software

used in the digital device;

e. Any applications, utility programs, compilers,

interpreters and otlrer software used to facilitat,e direct or

indirect communication with the digital device;

f. Any physical keys, encryption devices, dongles and

similar physical items that are necessary to gain access to the

digital devj-ce or data stored on the digital device; and
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g. Any passwords, password files, test keys,
encryption codes or other information necessary to access the
digital device or daLa stored on the digital device.

1i.. The speciar procedures relating to digitar med.ia found
in this warrant govern only the search of digital media pursuant
to the authority conferred by this warrant and do not apply to
any search of digital media pursuant to any other court ord.er.



AFFIDAVIT

I, Thomas Brenneis, being duly sworn, hereby depose and

state:

I.

TNTRODUCTTON

L. I am employed as a Special Agent (rrsAtr) of the Federal

Bureau of fnvestigation ("FBI") and have been employed by the FBI

since January, 2007 . I am currently assigned to the Los Angeles

Field Office, Cyber Squad 8, which is responsible for

investigating int,el1ectual property rights infringements, and I

am authorized to investigate the offenses alleged herein. I have

received training from the FBI regarding computer technology,

computer fraud, intellectual property crimes, and white collar

crime. Prior to my employment at the FBI, I worked for

approximately 8 years as an Informat,ion Technology Director.

Ir.
PURPOSE OF AFFTDAVIT

2. This affidavit is made in support of a search warrant

for the premises located at 1l-0 South Sweetzer Avenue, Apartment

303, Los Angeles, Californi-a, 90048 ("the SUBJECT PREMISEST' ) ,

which I have probable cause to believe contains and will contain

fruits, evidence, and instrumentalities of criminal copyright

infringement, in violation of Title a7, United States CoCe,

Sections 505(a) (1) (B) and (c) and Title 18, United States Code,

Sections ZZIS (a) , (c) and (d) .

3. The facts set forth in this affidavit are based upon my



personal observations, my training and experience, and

information and reports obtained from various witnesses. This

affidavit is intended to show merely that there is probable cause

for the requested search warrant and does not purport to set

forth all of my knowledge of or investigation into this matter.

Unless specifically indicated otherwise, all conversations and

statements described in this affidavit are related in substance

and in part on1y. Where figures and calculations are set forth

herein they are approximate.

III.

DESCRIPTTON OF THE PREMISES TO BE SEARCHED

4. The SUBJECT PREMISES, located at 1L0 South Sweetzer

Avenue, Apartment 303, Los Angeles, California, 90048, is further

described as follows: The SUBiIECT PREMISES is a multi-tenant

building, beige in color. The front entrance and lobby is

accessed via double glass doors that are secured by a telephone

intercom system. Apartment 303 is locat.ed on the third floor

immediately to the West cf the elevator enLrance. This apartment

has the numbers "303" affixed to a brown door that is the

entrance to this unit.



fv.

RELEVAIiIT LEGAL STATUTES

5. Title a7, United Stat.es Code, Section 506 (a) (1) (B) and

(C) state, in pertinent Part, that

Any person who wil1fully infringes a copyright
shal1 be punished as provided under section 23L9 of
title 18, if the infringement was committed -

**
(B) by the reproduction or distribution,

includ.ing any electronic means, during any 180-day
of 1 or more copies or phonorecords of 1 or more
copyrighted works, which have a total retail value
more than $1,000; or

perj-od,

of

(c) by the distribution of a work being prepared
for commercial distribution, by making it available on
a computer network accessible to members of the public,
if sucn person knew or should have known that the work
was intended for commercial distribution.

5. Tit.le 18, United States Code, Section 2319 (a) , (c) and

(d) state, in pertinent Part, that

(a) Any person who violates Section 505 (a)
(relating to criminal offenses) of Title 17 shall be
punished as provided in subsections (b), (c), and (d)
and such penalties shall be in addition to any other
provisions of title I7 or any other law.

(c) Any person who commits an offense under
section So5 (a) (1) (B) of title l7

(1) sha1l be imprisoned not more than 3

years, oT finerl in the amount set forth in this t.itle,
3r both, if t.he offense consists of the reproduction or
distribution of 10 or more copies or phonorecords or 1

or more copyrighted works, which have a total retail
value of $2,500 or more;



(d) Any person who commits an offense under
section 506 (a) (1) (C) of title 17

(1) shall be imprisoned not more than 3

years, fined under this tit1e, or both.

rv.

BACKGROI'ND REGARDING TERMS USED HEREIN

7. The following definitions relate to the Internet and e-

mail as they apply to the activit.y discussed in this af f i-davit.:

a. Internet: The Internet is a collection of

computers and computer networks that are connected to one anolher

via high-speed data links and telephone lines for the purpose of

communicating and sharing data and information. Connect.j-ons

between Internet computers exist across staLe and international

borders; therefore, information sent between two compulers

connected to the Internet frequently crosses state and

international borders even where the two computers are located in

the same state.

b. E-mail: E-mai1, also known as "electronic mai1,"

is a popular means of transmitting messages and/or files j-n an

electronic envi-ronment between computer users. When an

individ^ual computer user sends e-mail, it is initiated at the

user' S computer, transmitted to the subscriber' s mail server, and

then transmitted to its final destination. A server is a

computer that is attached to a dedicated network and serves many

users. An e-mail server may aIlow users to post and read

messages and to communicate via electronic means.



c. Tnternet Serviee Provider ("TSP") : Many

individuals and businesses obtain access to the Internet through

businesses known as Internet Service Providers ("ISPs"). fSPs

provide their customers with access to the Internet using

telephone or other telecommunications lines; provide Internet

e-mail accounts that allow users to communicate with other

Internet users by sending and receiving electronlc messages

through the ISP's servers; remotely store electronic files on

their customers' behalf; and may provide ot.her services unique to

each partj-cuIar ISP. ISPs maintain records pertaining to the

individuals or businesses that have subscriber accounts with

them. Those records often include identifying and billing

information, account access information in the form of log files,

e-mail transactj-on information, posting information, account

applj-cation informatJ-on, and other information both in computer

data and written record format.

d. fnternet Protocol ("IP") Address: An Internet

Protocol address (or simply rrIPrr address) is a unique numeric

address used by computers on the Internet. An IP address looks

like a series of four numbers, each in the rangie 0-255, separated

by periods (e,9., 121-.56.97.I78) . Every computer ar-tached to the

Internet must be assigned an IP address sc that Internet traffic

sent from and dj-rected to that computer may be properly directed

from j-ts source to its destination. Most ISPs control a range of

fP addresses.



e. whols querv: A standardized query or method for

identifying a particular computer on the Int'ernet by obtaining

information from a registry database that identifies the

registrar for a particular IP address. For example, if you enter

a domain name such as I'microsof t. com, " Whois wil-I return the name

and address of the d.omain's owner (in that, case, Microsoft

Corporation). A "Whois" query can be found on numerous websites,

including www. domaintools . com.

f. screener: A screener, also known as a work print,

normally refers to a Digital Video Disc ("DVD") containing a full

length motion picture that is specifically prepared for and sent

to movie critics and censors for reviewing purposes before that

content is available to the public. When diverted before or

during a motion picture's theatrical release, a screener DVD

provides a significantly higher quality of pirated motion picture

content compared to content t.hat is obtained through the use of a

camcorder in a movie theater. This 1eveI of quality j-s normally

not avai-Iable until the official release date of the motion

picture's DVD, which normally occurs between 60 days and six

months after theatrical release.

q. Waterlnark: A pattern of bits or graphical additions

embedded into a file that are used to identify the source of

illegal copies. For example, if a digital- watermark is placed

into a master copy of movie, then a1l copies of that film are

uniquely identified. Tf a screener were to distribute a movie



outside of their authorized purview, the watermark provides a

Lrace.

h. Bittorrent: Bittorrent is a peer to peer file

sharing protocol designed to reduce the bandwidth required to

transfer fi1es. It does this by distributing fj-Ie transfers

across multiple systems, thereby lessening the average bandwidth

used by each computer. In order to use the Bittorrent protocol,

you need a Bit,torrent client, which is a software program that

accesses the BitTorrent Network.

v.

DESCRIPTION OF MOTION PICTURE PIRJACY

B. The Motion Picture Association of America ( "MPA;\" ) and

its international counterpart, the Motion Picture Association

("MpA"), are trade associations involved in the motion picture

industry and ofLen act as agents for various motion picture

stud.ios. They estimate that the motion picture industry loses in

excess of 93 billion annually in potential worldwide revenue due

to itlegal copying, or "piracy, " of motion pictures. MPAA

investigators routinely encounter the i1lega1 distribution of

copyrighted motion pictures on the Internet.

g. According to the MPAA, online motion picture piracy j-s

che u4authorized. distribution of copyright,ed motion pictures on

the Tnternet. Internet pirates obtain copies of the movies,

often before t.hey are released to the public, digitize the motj-on

pictures and then distribute the movies on the InLernet. In



recent years, the ability of household Tnternet connections to

operate at greater speeds and data capacity has led to a

significant increase in the uploading of copyrighted material,

including motion pictures, and their rapid distribution on the

Internet.

vI.

PROBABI,E CAUSE

Summarv of Investicration

10. In February 201-!, Lamy Hahn, Dj-rector of United States

Content Protection for the MPAA advised that in .fanuary 2OLI,

five feature motion pictures were uploaded to web site

t,hepiratebay.org and thereby were made available for unauthorized

distribution over the Internet. Each of these movies was high

quality, and believed to have been movie screener versions

provided to members of the Screen Actors Guild ("SAG"),

headquartered at 5757 Wilshire Boulevard, Los Angeles, California

90035. Each of the movies had been released for theatrical

viewing in the previous three months, before havi-ng been uploaded

to thepiratebay.org, but none of the movies had been sold or

distributed publically in the DVD or video streaming formats.

The films trBlack Swanrt , "!27 Hoursr', rrThe Figirter", rrThe Kings

Speechr', and "Rabbit Holerr were uploaded to thepiratebay.org by

someone with the user name "mf34i-ncrr.

Deluxe' s Investiqation

1L. On February 22, 20LL, a report by De1uxe Webwatch



("Deluxe"), was provided to me by Hahn. Deluxe was contracted by

Paramount Pictures ("Paramount") to search, download and report

on all unique sources of online piracy for the movie "The

Fighter". Deluxe provides the entertainment industry with

various services and technologies. De1uxe's report revealed the

following:

a. On ..January 28 , 201-1, the peer to peer release

group I'TiMPErr released a high quality screener version of rrThe

Fighter" . They listed the source of the f i1e as being a ,t'720p

SAG screener (mfg+inc) ". The "SAG screener" portion of the file

name refers to video screeners that are made available to the

members of the Screen Actors Guild (*SAG'). The ..mf34inc,,

portion of the file name would identify the source from which

TiMPE obtained the content. In this case TiMPE is not claiming

to have uncovered the source themselves, but rather re-posting a

file previously uploaded by a user or group going by the username

"mf34inc".

b. Because Deluxe had contracted with Paramount to

insert Deluxe watermarks into certain versions of The Fighter,

Deluxe initially analyzed the downloaded file for the presence of

a Deluxe watermark, but was unable to detect any j-n the frl-e. fn

addition, Deluxe could find no conclusive evidence that t.his file

was sourced from iTunes. Upon reporti-ng this information back to

Paramount, Deluxe was advised that Paramount had inserted

specifj-c identifying marks for the screener version supplied to



iTunes, the medium used for distribut,ion of these particular

f i1ms. Upon further review, these Paramount ident,ifying marks j-n

the pirated file were verified to match those that appeared in

the copy Paramount supplied to iTunes.

L2. Paramount contracted Deluxe to carry out an analysis on

the person or persons responsible for the uploading of 'rThe

Fighter". The goal of this analysis was to uncover the real life

identity of the uploader usj-ng the alias "mf34inc". The Deluxe

investigation revealed the following information:

a. A Google search for the term "mf34inc", combined

with the key word "fighter", returns a details webpage for an

upload of "The Fighter" at the BitTorrent website

thepiratebay.org. The webpage shows that the file was uploaded

by a registered user going by the name "mf34inc", which is the

same name as found in the torrent file's name and the name of the

group or individ.ual credited by TiMPE as the source for Lhe

release of "The Fighter". The webpage lists the upload date and

time as ,fanuary 28, 20Ll, a.t 4:33 . De1uxe has determined that

the time list.ed is in fact The Pirate Bay's server time, which

converts to January 27, 20L1, 4t 7:33 PM PST. To the best of

Del-uxe's knowledge this is the earliest posting of this fl1e.

b. At thepiratebay.crg website, viewers are able to

click on an uploader's user name in order to view all oi the

uploads made by that individual. On ,January 28 , 20LI, clicking

on the username "mf34inc" returned four uploads; "The Fighter'r,
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x1"27 Hoursrr, "The Kings Speech" and itThe Black Swantr.

c. Deluxe continued to monitor thepiratebay.org for

additional uploads from mf34inc. On .fanuary 28, 20!!, a't 3:43 PM

PST, Analyst Adigtya Sharma of Deluxe observed the user "mf34inc"

uploading the title "Rabbit Hole't. Visible on the screen during

the upload was the purported Internet Protocol (IP) address of

the uploader which was 98 .L48.1-l-7.l-0.

d. The Pirate Bay website allows registered users to

post comments on tkre merits of the individual files which have

been uploaded. On January 28El:, 201,1, Sharma viewed t,he

discussion on the uploaded f ile of 'rBlack Swanrr. The comments

showed that the validity of the file was being challenged, with

comments such as 'rblack swan is also not in itunes so that makes

you a liar too t)" and rrso itts fake, it's not HD?". The

accusations result in the uploader, mf34inc, defending his source

as being legitj-mate. In the comments, mf34inc states t,hat USAG

now sends out iTunes download codes for screeners" and rrI'm a SAG

member and thought I'd share these". The screen name used,

mf34inc, also provides a link to the source webpage where SAG

members are directed to begin the process of viewing Fox iTunes

screeners.

IP Address is Linked to DeSoto

13. On or about March 3, 2Ol!, SA Kenneth McGuire performed

a Whols query for IP address 98.L48.1-L7.10 (the IP address

visible on piratebay.org during the uploading of Rabbit Hole) at

l1



Domaintools.com. Results from the guery revealed that IP address

range 98.148.0.0 to 98.148 .255.255 is assigned to Time Warner

Cable/Road Runner in the Los Angeles California area.

1-4. On March 4, 201L, a request was made to Time Warner

Cable, 1-3820 Sunrise Va1ley Drive, Herndon, Virginia, 20L7L for

subscriber information for IP Address 98.148.117.10 durJ-ng the

time period January 28, 2OaI, 4t approximately 3:43 PM PST. On

March 1-0, 2OLl, Time Warner Cable responded indicating that

during this time period the IP address was assigned to Wesley

DeSoto, 110 S. Sweetzer Ave., Apt 303, Los Angeles, CA 90048 (the

SUB,IECT PREMISES). The dates of service for the account were

April 5,2010, through the date of the request (March 4, 20L1).

DeSoto has Ties to "mf34inc" and is SAG Memlcer

L5. Your affiant conducted a query of the California

Department of Motor Vehicles database. Results of this query

returned an entry for a Wesley DeSoto, date of birth March 4,

19xx, residing at an address in Los Angeles other than the

Subject Premises ("The CADL Address"). A photo of DeSoto was

also provicied.

16. As described beIow, as part of the Deluxe

investigatj-on, Sharma provided connections between DeSoto's March

4 birthday, 6rrr apparel company attributed to Desoto named "The

March Forth", and the screen name "mf34inc".

a. Sharma performed a Google search for the term

"mf34inc". Several results for an apparel company call-ed "The

t2



March Forth" were returned.

b. A search of YouTube for "mf34inc" showed a YouTube

channel for "The March Forth". One of the videos on the channel

is entitled "The March Forth" MF34 BMX Team interview Josh Hult,

Colton Satterfield, Bryant, Shephard". During t,his interview, BMX

rider and "The March Forth" team member 'JoSh HuIt comments "WeS

over there is a rea1ly cool 9uY, takes care of all of tls".

c. A search for "Wes" and "The March ForLh" returns a

Linkedln page with a profile for a Wes DeSoto, "owner at The

March Forth". The Linkedtn profile provided a photo of DeSoto

and a screen capture of this photo was provided as part of the

Deluxe report. (Based on my review of the two, this photo from

Linkedln appears to show the same person as pictured on DeSoto's

Cal-ifornia Department of Motor Vehicles license photo.) This

profile afso shows DeSoto's location as being the "Greater Los

Angeles Area".

d. The website intelius.com shows a Wes1ey Neil

DeSoto residing in Los Angeles, California. It provides three

addresses for DeSoto, all in the Los Angeles area, j-ncluding one

Iocated at 1-l-0 Sweetzer Ave, Los Angeles, California, 90048.

I7. On A:pril 4th, 20L1,, Nj-Cole Nakagawa, Executive counsei,

Screen Actors Gui1d, Nakagawa provided to me print-outs showrng

that Wesley DeSoto, d.ate of birt,h March 4th, 19xx, Iiving at the

SUBJECT PREMISES, is a dues paying member of SAG. DeSoto has

been an active member since October 5th, 2006.
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SAG Screener Download Process

18. According to information provided to me by Nakagawa of

SAG regarding the voting'process for the 1?th Annual SAG awards,

SAG members were sent a post card with a unique code utilized to

access the movj-e download website. fn Lhe case of Wesley DeSoto,

his unique code printed on the post card was SAG7L73772565, with

voting PIN number .fEK3R3. Users were instructed to take this

unique code and access the screener portj-on of the website for

the producer of the movie. fn the case of "The Fig:hter,, , SAG

members would go to Paramount's site at

www.paramountguilds. com/sag. Once accessing this site SAG

members entered their unique identification code where they were

given a new unique code to be utilized on iTunes.

L9. Once users had the studio code for a specific movie,

they could access iTunes and download the film. fn r.he case of

Wesley DeSoto, Jeff DeWolde of Deluxe Corporation established,

from a conversation with Paramount Studios, that DeSoto's user

code SAG7L73172565 was entered and the web site provided the user

of DeSoto's unigue code, 43IJXHJFX3REM, for use on iTunes to

download "The Fighter".

20. On March 30, 20IL, Richard E. Oci:oa from Apple

Corporation provided an E-maj-l with iTunes subscriber j-nformation

for Wesley DeSoto. According to Apple records an ind-ividual

named Wesley DeSoto has an "Account fd" and E-mai1 address of

wesomf34.com. A home phone and the CADL Address were provided.
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Also on March 30, 2OL1-, Apple provided a spreadsheet showj-ng

j-Tunes download. logs for the movie titles, "B1ack Swanr', "127

Hourstr, "The Fighter't, 'tThe Kings Speecht', and "Rabbit HOIerr frOm

the Wesley DeSoto account. The movie "The Fighter" was

.'purchased', on ,January 2'7 , 2OLL, dL 5: 00 PM Pacif ic Standard

Time. The movie was accessed using movie code 43NXH.IFX3REM and

was downloaded to IP address 98.L48.1L7.1-0 (the same IP Address

issued from Time Warner to DeSoto at the SUBiIECT PREMISES and the

same IP Address visible on the piratebay.org during the upload of

..Rabbit Ho1e,, ) . A11 of the other four movies were downloaded to

t.he same Ip address and three of the four movies were downloaded

using codes unique to Wesley DeSoto as reported to Deluxe via the

affected studio.

DeSoto'e Stil1 Lives at the Subiect Premises

2L. On March 1-1, 20LL, using the phone number provided on

the building of the SUBJECT PREMISES for t.he property management

company, I spoke by phone with the husband and wife team who

identified themselves as the building rnanagers. Each confirmed

that Wesley DeSoto currently occupied the SUB,TECT PREMISES.

Probable Cause for Searchinq and Seizinq Diqital Data

22. Based on my training and experience, and information

reiated to me by agents and others invclved in criminal copyright

infri::.gemenL cases involving the uploading of copyrighted motion

pictures, I know that individuals who illegally upload

copyrighted. motion pictures from their compuLers usually keep
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copies of those films on their computers and often on externaf

digital storage devices, such aS thumb drives, disks, etc. These

individuals also usually keep correspondence, records and other

indicia of their uploads (such as emails) on their computers,

includj-ng external digital storage devices.

23. Based on my training and experience and information

related to me by agents and others involved in the forensic

examination of digital devices, I know that data in digital form

can be stored on a variety of systems and storage devices

including hard disk drives, floppy disks, compact disks, magnetic

tapes and memory chips. I also know that during the search of

the premises, it is not always possible to search digital devices

for data for a number of reasons, including the following:

a. Searching digital devices can be a highly

technical process that requires specj-fic expertise and

specialized. equipment. There are so many types of digital

devices and software in use today that it is impossible to bring

to the search site all of the necessary technical manuals and

specialized. equipment necessary to conduct a thorough search. In

addition, it may also be necessary to consult with specially

trained personnel who have specific expertise in the type of

diEital device, software application or operating system that is

being searched.

b. searching digital d.evices can require the use of

precise, scientific procedures that are designed to maintain the
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integrity of the evidence and to recover "hidden, " erased,

compressed, encrypted or password-protected data. Digital

devices may contain "booby traps" that destroy or aLter data if

certain procedures are not scrupulously foIlowed. Since digital

data is particularly vulnerable to inadvertent or intentional

modification or destruction, a controlled environment, such as a

law enforcement laboratory, is essential to conducting a complete

and accurate analysis of the digital devices from which the data

wiIl be extracted.

c. The volume of data stored on many digital devices

will typically be so large that it will be highly impractical to

search for data during the execution of the physical search of

the premises. A single megabyte of storage space is the

equivalent of 5OO double-spaced pages of text. A single gigabyte

of storage space, or 1, OOO megabytes, is the equivalent of

5OO,0OO double-spaced pages of text. Storage devices capable of

storing 500 gigabytes (GB) of data are now commonplace in desktop

computers. Consequently, each non-networked, desktop computer

found during a search can easily contain the equivalent of 21A

million pages of data, that, if printed out, would completely

fill three 35' x 35'x lOrrooms to the ceiling. Further, a 500

GB drive could contain as many as approximately 450 fu1l rLr-n

movr-es ot 450,000 songs.

d. Digit,al device users can attempt to conceal data

wit.hin digital devices through a number of methods, including the
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use of innocuous or misleading fllenames and extensions. For

example, files with the extension ".jpg" often are image files;

however, a user can easily change the extension to ".txt" to

conceal the image and make it appear that the file contaj-ns text.

Digital device users can also attempt to conceal data by uslng

encryption, which means that a password or device, such as a

"dongle" or "keycard, " is necessary to decrypt the data into

readable form. fn addition, dlgital device users can conceal

data within another seemingly unrelated and innocuous file in a

process called "steganography." For example, by using

steganography a digital device user can conceal text in an image

file that cannot be viewed when the image file is opened.

Therefore, a substantial amount of time is necessary to extract

and sort through data t,hat is concealed or encrypted t,o determine

whether it is evidence, contraband or instrumentalities of a

crime.

VII.
ITEMS TO BE SEIZED

24. Based on the foregoj-ng facts, I respectfrrlly submit

that there is probable cause to believe that the following items,

which constitute evidence of crimj-naI copyright infringement, in

violation of L7 U. S. C. SS 505 (a) (1) (B) and (C) and 18 U. S. C.

SS ZZlg(a), (c) and (d), will be found at, the SUBJECT PREMISES:

a. Records, documents, programs, applications or

materials relating to the acquisition and/or possession of the
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following copyrighted motion picture: 'rBlack Swan't , nL27 Hours",

"The Fig:hter", "The Kings Speech", and 'rRabbi-t Holet';

b. Records, documents, programs, applications or

materials relating to the uploading and distribution of the

following copyrighted motj-on picture: "Black Swanrr , "!27 Hoursrr,

'rThe Fighter", 'tThe Kings Speech", and "Rabbit Ho1e";

c. Records, documents, programs, applications or

materials reflecting the true identity of the person(s) using the

screen names "mf34incrt ;

d. Records, documents, programs, applications

or materials relatj-ng to I'TiMPErr and "thepiratebay.org"i

e. Records, documents, programs, applications or

materials relat.ing to rrscreen Actors Guild" membership and their

distribution of movie screeners via iTunes;

f. Records showing indicia of occupancy, control,

possession, custody or dominion over the SUBiIECT PREMfSES,

including: personal mail, checkbooks, personal identification,

personal effects, notes, oLher correspondence, utility and other

bil1s, letters, z'ent receipts, mortgage and loan documents,

financial documents, vehicle registration information or

ownership warranties, keys, oY phoiographs (devel-oped or

undeveloped) ;

g. With respect to any digital d"errices f alling within

the scope of the foregoing search categories, or any digital

devices containing evidence falling within the scope of the
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foregoing search categories, records, documents, programs,

applications or materials, or evidence of the absence of same,

sufficient to show the actual user(s) of the digital device

during the time period between January 7, 201-l- to January 28,

20L1.

25. As used above, the terms records, documents, programs,

applications or materials include records, documents, programs,

applications or materials created, modified or stored in any

form, including in digital form on any digital device and any

forensic copies thereof. As used both above and below, the term

"digital device" includes any electronic system or device capable

of storing and/or processing data in digital form, including:

central processing units; laptop or notebook computers; personal

digital assistants; wireless communication devices such as

telephone paging devices, beepers, and mobile telephones;

peripheral input/output devices such as keyboards, prj-nters,

scanners, plotters, monj-tors, and drives intended for removable

media; related communications devices such as modems, cables, and

connections; storage media such as hard oisk drives, floppy

disks, compact disks, magnetic tapes used to store digital data

(excluding analog tapes such as VHS), and memory chips; and

securj-ty devices.

26. fn searching for digital devices and j-n searching

digital data stored on digital devices, Iaw enforcement personnel

executing this search warrant will employ the following
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procedure:

a. I-,aw enf orcement personnel or other individuals

assisting law enforcement personnel wi1l, in their discretion,

either search t.he digital device(s) on-site or seize and

transport the device (s) to an appropriate Law enforcement

laboratory or similar facility to be searched at that location.

The team of law enforcement personnel, which may include the

investigating agent(s), and/or individuals assisting law

enforcement personnel searching the digital device(s) shall

complete the search as soon as is practicable but not to exceed

50 days from the date of executj-on of this warrant. If

ad.ditional time is needed, the government may seek an extension

of this tj-me period from the Court within the original 50 day

period from the date of execution of the warrant.

b. The Leam searching the digitat devices will do so

only by using search protocols specifically chosen to identify

only the specific items to be Seized under this warrant.

I. The team may subject all of the data

contained in tire digital device capable of containing items to be

seized as specified in this warrant to the protocols to determj-ne

whether the digital device and any d.ata falls within the items to

be seized. as set forth herein. The team searching the digital

device may also search for and attempt to recover rrdeleted, I'

"hidden't or encrypted data to determine, pursuant to the

protocols, whether the data fa1ls within the list of items to be
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seized as set forth herein.

ii. The team searching the digital device also

may use tools to exclude normal operating system files and

standard third-party software that do not need t.o be searched.

c. When searching a digital device pursuant to the

specific protocols selected, the team searching the digital

device sha11 make and retain notes regarding how the search was

conducted pursuant to the selected protocols.

d. If the team searching a digital device pursuant to

the selected protocols encounters immediately apparent contraband

or other evidence of a crime outside the scope of the items to be

seized, the team shal1 immediately discontinue its search of that

digital device pending further order of Court and shaI1 make and

retain notes detail-ing how the contraband or other evidence of a

crime was encountered , including how it was immediately apparent

contraband or evidence of a crime.

e. At the conclusion of the search of the digital

devices as set forth in subparagraph (a) above, afly digital

devj-ce determined to be itself an instrumentality of the

offense (s) and aII the data thereon sha1l be retained by the

government until- further order of court or one year after the

concl-usion of the crj-minal case/investigation.

f . Not.withstanding the above, after the completion of

the search of the digital devices as set forth in subparagraph

(a) above, the g'overnment shall not access digital dat.a falling
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outside the scope of the j-tems to be seized 1n this warrant on

any retained digital devices or digital data absent further order

of court.

g. If the search team determines that a digital

device j-s not an instrumentality of any offense under

investigation and does not contain any data falling within the

list of items to be seized pursuant to this warrant, the

government w111 as soon as practicable return the digital device

and delete or destroy all the forensj-c copies thereof.

h. If the search determines that the digital device

or the forensic copy is not an instrumentality of the offense but

does contain data falling within the list of the j-tems to be

seized pursuant to this warrant, the glovernment ej-ther (I) within

the time perlod authorized by the Court for completing the

search, return to the Court for an order authorizing retention of

the digital device and forensic copy; or (ii) retain only a copy

of the data found to faII within the list of the items to be

seized pursuant to this warrant and return the digital device and

delete or destroy all the forensic copj-es thereof.

27. fn order to search for data that is capable of being

read or interpreted by a digital device, 1aw enforcement

personnel are authorized to seize the following items, subject to

the procedures set forth above:

a. Any digital device capable of being used to

commit, further or store evidence of the offense listed above;

23



b. Any equipment used to facilitate the transmission,

creation, display, encoding or storage of digital data, i-ncluding

word processing equipment, modems, docking stations, monitors,

printers, plotters, encryption devices and optical scanners;

c. Any magnetic, electronic or optical storage device

capable of storing data, such as floppy disks, hard disks, tapes,

CD-ROMs, CD-R, CD-RWs, DVDs, optical disks, printer or memory

buffers, smart cards, PC cards/ memory calculators, electronic

diarers, electronj-c notebooks, cellurar telephones and personal

digital assistants;

d. Any d.ocumentation, operating logs and reference

manuals regarding the operation of the digital device or software

used in the digital devi-ce;

e. Any applications, utility programs, compilers,

interpreters and other software used to facilitate direct or

indirect communication with the digital device;

f . Any phys j-cal- keys, encryption devices, dongles and

similar physical j-tems that are necessary to gain access to the

digital der-rice or data stored on the digital device; and

g. Any passwords, password files, test keys,

encryption codes or oLher information necessary to access the

digital device or da-La stor-ed on the digital device.

28. The special procedures relating to digital media found

in this warrant giovern only the search of digital media pursuant

to the authorj-ty conferred by this warrant and do not apply to
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any search of digital med.ia pursuant to any other court order.

rx.

CONCI,USION

29. Based on the foregoing facts, I respectfully submit

that there is probable cause to believe that evidence,

contraband, fruits, andfor instrumentalities of criminal

copyright infringement, in violation of t7 U.S.C. SS SO5(a) (1) (B)

and (C) and 18 U.S.C. SS 23L9 (a), (c) and (d), w111 be found at

the suB.fEcT PREMISES O

Z1- u l7'-'
Thomas Brenneis
SPecial Agent
Federal Bureau of Investigation

Sworn to before me and subscribed
this I Qaay of April , 201-1-
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THE HON. SU H. SEGAL
UN]TED STATES ISTRATE 'JUDGE
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